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Data Protection POLICY



St Mary’s Lutterworth PCC (part of The Wycliffe Fellowship: The Church of England in Lutterworth, Cotesbach and Bitteswell) uses personal data about living individuals for the purpose of general church administration and communication. St Mary’s Lutterworth PCC is registered with the Information Commissioner as a controller (Reference Number: ZA474702) and is governed by the Data Protection Act 2018, the UK General Data Protection Regulation (GDPR), and the Privacy and Electronic Communications Regulations 2003 (PECR).

St Mary’s Lutterworth PCC employees, volunteers, trustees and contractors are required to adhere to this policy which is designed to protect the personal data of data subjects - our beneficiaries, supporters, volunteers, employees and trustees. 

Key Definitions
Data protection law applies to how we process people’s personal information. The key terms that we need to understand are:
· Controller – St Mary’s Lutterworth PCC is a controller as it collects and decides how personal information will be used. 
· Principles – These are the rules that we must follow when processing personal information 
· Processing - This is what we do with personal information. It includes how we collect, record, store, share and use personal information
· Personal information – This includes personal data and special category personal data
· Personal data - This is information that can be used to identify a person. Held in computer systems, mobile devices, laptops, tablets, or in manual records such in paper files and notebooks.  Personal data might include but is not limited to; name, address, date of birth, bank account details, interests. It also includes opinions about a person.  For example, notes on how you think someone has behaved, performed or appears
· Special category personal data – this is information about a person’s health, religion, political opinion, trade union membership, race or ethnic origin, sexuality
· A data subject - this is the person whose personal information is being processed. For example, a supporter, employee, volunteer, trustee
· A privacy notice – this is a short notice when we collect personal information from people to inform them how their personal information will be used and to look at our privacy policy for more detail 
· A privacy policy – this is how we inform people about how their personal information will be used. St Mary’s Lutterworth PCC’s privacy policy is provided in this document, and is available on our website 
(https://www.lutterworthchurch.org/church-life/policies) 
· Data processor – this is an organisation that we use to process personal information on behalf of the organisation. For example, an IT service provider. 
· Information Commissioner’s Office (ICO) - this is the government body responsible for enforcing data protection law in the UK

Use of Personal Information (Purpose)
St Mary’s Lutterworth PCC collects and holds personal information in order to facilitate the following:
· The church electoral roll, as required by law, which is a list of regular members.
· The day-to-day administration of the church.
· Pastoral care of individuals including pastoral visits and home communion.
· Preparation of ministry rotas.
· Maintaining financial records of giving for audit and tax purposes. Stewardship and financial issues.
· Contacting parishioners to communicate church activities and events.
· Booking and administering baptisms, weddings and funerals.
· Statistical analysis; gaining a better understanding of church status and demographics.
· Safeguarding and the protection of children and vulnerable adults.
· The work of the Lutterworth and Villages Foodbank, including:
· Processing donations and gift aid claims
· Processing legacies and pledges
· Enabling supporters to fundraise for us
· Enabling supporters to participate in events 
· Managing relationships with our supporters
· Providing supporters with information about us and the work that we do
· Managing marketing and communication preferences of our supporters
· Providing support to people who need to use the food bank 
· Developing case studies and stories about our beneficiaries to promote and report on the work that we do
· Recruiting and employing members of staff
· Recruiting and managing volunteers
· Fulfilling our legal and governance obligations
We recognise the importance of the correct and lawful treatment of personal data. All personal data, whether it is held on paper, on computer or other media, will be subject to the appropriate legal safeguards as specified in the General Data Protection Regulation (GDPR) 2018 and the Privacy & Electronic Communications Regulation (PECR) 2003. 
The Parish of Lutterworth Parochial Church council fully endorses and adheres to the principles of this legislation. These principles specify the legal conditions that must be satisfied in relation to obtaining, handling, processing, transportation and storage of personal data.
Employees and any others who obtain, handle, process, transport and store personal data for The Parish of Lutterworth agree to adhere to these principles.
The Principles
The principles require that personal data shall:
1. Be collected and processed fairly, lawfully and transparently.
2. Be obtained for a specified and lawful purpose and shall not be processed in any manner incompatible with that purpose.
3. Be adequate, relevant and not excessive for those purposes.
4. Be accurate and where necessary, kept up to date, or deleted if there are mistakes.
5. Not be kept for longer than is necessary for that purpose.
6. Be processed in accordance with the data subject’s rights.
7. Be kept secure from unauthorised or unlawful processing and protected against accidental loss, destruction or damage by using the appropriate technical and organisational measures.
8. Not be transferred to a country or territory outside the European Economic Area, unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data. 
Storage and Use of Personal Data
St Mary’s Lutterworth PCC’s data subjects include: supporters, employees, volunteers, trustees and beneficiaries.
Personal information is processed for our legitimate interests, where appropriate with consent, and in order to meet our legal obligations.
St Mary’s Lutterworth PCC may process some personal information based upon our legitimate interests. This is where the processing is required to fulfil our organisational objectives, is not to the detriment of our data subjects, and will not cause them damage or distress. We undertake Legitimate Interest Assessments to balance the rights and interests of our data subjects with that of St Mary’s Lutterworth PCC in order to make a judgement as to whether the legitimate interest condition applies to our processing.
St Mary’s Lutterworth PCC respects the rights of its data subject including the right to:
· To be informed – we do this by including appropriate privacy notice information when collecting personal information
· Subject access - the right to view their personal information which we hold
· Object and / or withdraw consent - where the processing of personal data could cause them significant damage or distress.
· Rectification - we must correct any inaccurate or incomplete personal information when asked
· Erasure - deletion or the removal of their personal information where there is no compelling reason for its continued processing
It is the responsibility of all staff, contractors and volunteers authorised to access personal data processed by St Mary’s Lutterworth PCC to ensure that data, whether held electronically or manually, is kept securely and not disclosed unlawfully, in accordance with this Policy and any associated policies. Unauthorised disclosure will usually be treated as a disciplinary matter and could be considered as constituting gross misconduct in some cases.
The following are in place to ensure that data is kept secure from unauthorised or unlawful processing and protected against accidental loss, destruction or damage by using the appropriate technical and organisational measures.

3.1 Physical Records - The Parish Office and Storage
The Parish Office is situated in St Mary’s Lutterworth. It houses the administrative hub of the parish and is the place of work for the Parish Administrator.
The Parish Office is locked when not in use. Key holders are named in appendix 1. Access is available to a range of church members and, whilst this is a barrier to the general public, it is not a secure area for personal data.

Safes
Each church building has a safe which are used to store the Baptism Registers and Wedding Registers, as well as other documents.

3.2 Electronic Storage
The following computers hold personal information:

On-Site Equipment: Administrator and Treasurer Computers
The Administrator’s PC is kept by the Parish Administrator. It is a Windows-based machine, with a back-up system. The computer is password protected with access being granted to the parish administrator.
Finance and giving records are held on the Treasurer’s computer, located in the Parish Office. This PC is protected by password. Access is restricted to the Treasurer.

Off-Site Equipment: Shared Drive
A shared Google Drive is used, with limited access for those working off-site. Access is only granted to those with a legitimate need for it, and must be accessed through password protected, individual user accounts.

3.3 List of Data
A list of the data sources kept by the PCC is listed in Appendix 1.

Responsibilities of Staff and Volunteers
St Mary’s Church Lutterworth, through their Data Lead (the Rector, Nigel Byard, with support of the Churchwardens) are required to:
1. Provide compliance advice to staff
2. Ensure that staff receive appropriate data protection training and guidance
3. Ensure that St Mary’s Lutterworth PCC’s data protection policies and documents are appropriate and up to date
4. Be the focal point for the administration of any subject access requests
5. Deal with data subject rights in relation to erasure, objection, restriction and rectification that staff feel unable to manage themselves
6. Log and assess all personal data breaches 
7. Report applicable data breaches to the ICO within the statutory 72-hour time limit 
8. Renew, and ensure that St Mary’s Lutterworth PCC’s controller registration with the ICO is accurate annually. 
9. Keep a central register of all organisations that St Mary’s Lutterworth PCC shares personal information with
10. Maintain and update the organisation’s Records of Processing Activity, Privacy Notices, and any associated data protection assessments (e.g., DPIAs or LIAs).   
11. Advise staff on the interpretation of this policy and guidelines and to monitor compliance with the policy.
All staff and volunteers are responsible for:
12. Working in compliance with the data protection principles as set out in this policy and St Mary’s Lutterworth PCC’s data protection guidance
13. Ensuring that any personal information that they provide to St Mary’s Lutterworth PCC in connection with their employment, volunteering or other contraction agreement is accurate
14. Informing St Mary’s Lutterworth PCC of any personal data breach which they become aware of immediately
15. Responding to any data subject requests to erase, access, correct or object to the personal information held and processed by St Mary’s Lutterworth PCC.
Data protection awareness will be included as part of induction. Changes to policy on data protection policy or guidance will be circulated to all staff, contractors and volunteers. All staff, contractors and volunteers are expected to be familiar with and comply with the policy at all times.
Anyone who considers that this policy has not been followed in respect of personal data about themselves should raise the matter with the Data Protection Lead.
This policy does not form part of the formal contract of employment, but it is a condition of employment that employees will abide by the rules and polices made by St Mary’s Lutterworth PCC from time to time. 
Compliance is the responsibility of all staff and volunteers. Any breach of this policy may lead to disciplinary action being taken, or even a criminal prosecution. 
Any questions or concerns about the interpretation or operation of this policy should be taken up with the Data Protection Lead. 

Privacy Statement
St Mary’s Lutterworth PCC has the mission to Worship God, Grow as Disciples and Serve the community. The parish uses personal data in order to:
· Maintain the churches electoral roll, as required by law, which is a list of regular members.
· Undertake the day-to-day administration of the church, for example the preparation of ministry rotas.
· Provide effective pastoral care of individuals including pastoral visits and home communion.
· Maintain financial records of giving for audit and tax purposes and for stewardship and financial issues.
· Contact parishioners to communicate church activities and events.
· Book and administer baptisms, weddings and funerals.
· Provide statistical analysis to gaining insight into church status and demographics.
· Safeguard and protect children and vulnerable adults.

Any information we hold is only kept for the above proposes. All information is held securely and we will never disclose information to another organisation.

Individuals’ Data (Opting in and Opting Out)
All individuals who are the subject of personal data held by St Mary’s Lutterworth PCC are entitled to:
· Ask what information the church holds about them and why.
· Ask how to gain access to it.
· Be informed how to keep it up to date.
· Be informed what the PCC is doing to comply with its obligations under the General Data Protection Regulation (GDPR) 2018 and the Privacy & Electronic Communications Regulation (PECR) 2003.
· Have their data removed by request.

St Mary’s Lutterworth PCC aims to comply with requests for access to personal information as quickly as possible, but will ensure that it is provided within 30 days of receipt of a completed form unless there is good reason for delay. In such cases, the reason for delay will be explained in writing to the individual making the request.

Maintaining Confidentiality
St Mary’s Lutterworth PCC will treat all personal information as private and confidential and not disclose any data about you to anyone other than the leadership and ministry overseers/co-coordinators of the church in order to facilitate the administration and day-to-day ministry of the church.

Data will NOT be accessed by any authorised users outside of the EU, in accordance with the Data Protection Act, unless prior consent has been obtained from the individual whose data is to be viewed.

There are four exceptional circumstances to the above permitted by law:
1. Where we are legally compelled to do so.
2. Where there is a duty to the public to disclose.
3. Where disclosure is required to protect your interest.
4. Where disclosure is made at your request or with your consent.
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